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QUESTION NO: 1

%Y RDJ—2IZActive Directory RXA U N EENTVWET,

=l RENEREBYDVZETIBDTFETT,
REENET7TIYOICKHUTTPMRIEE—REEELTVWET,

Integrityl. xmlE WS BETOI— REEGHRIS —ZERLET,

O— REEMHR) > —ZHyper-VRANCEATED L ZMAITIHENF HVVET,
EQONVRLY NERITIIHBENHYEITHL?

A. ConvertFrom-CIPolicy

B. Add-SignerRule

C. Set-HvCloptions

D. Add-HgsAttestation TpmHost

Answer: C

Explanation

References:
https://docs.microsoft.com/en-us/windows-server/security/guarded-fabric-shielded-
vm/guarded-fabric-tpm-truste

QUESTION NO: 2

FRYRD—=02+EF21UFT 4 :NTLMZEZ DO RX A TNTLMEREET %, RU P —RETR
VCORXAAVMNO—F DO RXAATNTLMRRAEZIEBR T L EFTTEF T,
RXAARNO=FH, CORXAOT NI N ZFEALTRXAAOINTOY—
N—=ICRUTIXTONTLMERIOT A OEITZERTHELSIC, EDEZBERLETH

NTLMEREEORTE7OYv V& h, Y—N—FBNF XY ND—2+F1UFT 1 : NTLMO#|R
D RXAOH—=N—BIAOEBMR) S —FREDFA)ARNZEVWAE), NTLMTT
AY 2 hEIZ—HFRENET,

A RXLTHONEZIEBRTS

B. RXA2UTHIURNERXA = N—-IZHEBTS

C.INTZERTS

D. RXA 2 H—N—%EBT>

Answer: B

QUESTION NO: 3

ZY RD—2IZI&., contoso.com&adatum.com& LS 8 D2 MDActive

Directory7 # L ARA"EENTVWET, Contoso.comlZld. Servert& WS & 7l DHyper-
VIRARAEENRTVET,

Server1ld, HyperHosts& WS BBIDTIL—T DX N—TT,

Adatum.com(Z (& Server2&E VS BRIDOH—/N—2"BH V) £F, Server! & Server2ldWindows
Server 20162 ETLE T,

Contoso.comldadatum.comZE8EL TVWE T,

=)L RENEREIS > ZServerlcTF7O14 T2 FET T,
ENAVR—FUREAAR=IL, EOIAXRL Y N%ZServerl TERITTHDHLEN D
WEITH? BETSICE. BEEFETHEHY AT a2 &RLET,
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Component to install on Serverl: =

 The Active Directory Domain Services server role

'The Host Guardian vaer v Support feature
' The Host Guardian Service server role

Cmdlet to run on Serverl:

v
Set-HgsClientConfiguration
Get-HgsAttestationBaselinePolicy
Export-HgsGuardian
I Import-HgsGuardian
Answer:
Explanation
Component to install on Serverl: =

' The Active Directory Domain Services server role

'The Host Guardian Hvper- % Suppm‘t feature
The Host Guardian Service server role

Cmdlet to run on Serverl:

Set-HgsClientConfiguration

Get-HgsAttestationBaselinePolicy
Export-HgsGuardian

| Import-HegsGuardian

Key for this question is Admin-trusted attestation or (AD mode) for guarded fabric
"Server1.contoso.com”, whileServer2.adatum.com is running the Host Guardian Service.

* Hardware: One host is required for imtial deptoyment. To test Hyper-Y live migration for shielded Vs, you must have at

least tweo hosts,

Heasts must have!

o. 1OMBU and Second Level Address Translation (SLAT)

o TPM 2.0

o UEFI 23,1 or later

o Configured to boot using UEFI {not BIOS or “legacy” mode)
o Secure boot enabled

« Operating system: Windows Server 2016 Datacenter edition

Important

e ok mrstall the latest cumulative update

» Role and features Hyper-\ role and t hr:lll-fn:.t Guardian Hyper-\ Support feat Il.-".I he Host Guardian Hypar-\ Support

feature is only available on Datacenter editions of Windows Server 2016,

https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-
vm/guarded-fabricguar
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https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-
vm/guarded-fabricconfi st-successfully

& fabric administrator needs to confirm that Hyper-\ hosts can run as guarded hosts. Complate the following steps an at |east one

guarded host:

I, If you have not already installed the Hyper-v rale a’udl-l-.-:;T Guardian Hyper-Y Support fﬁa?.lre] nstall them with the

fallowing command

Install-WindowsFaature Hyper-V, HostGuardisn -IncludeManagementTools -Restart

2. Configure the host's Key Protection and Attestation URLs

* Through Windows PowerShell: You can configure the key Protection and Attestation LIRLs by executing the
following command in an elevated Windows Powershell consale, For <FODN =, use the Fully Qualitizd Domain
Mame (FODN) of your HGS cluster (for example, hgs.relecloud.com, or ask the HGS administrator to nun the Get-

HgsServer cmdlet on the HGS server to retrieve the URLs},

[ set-HgsClientConfiguration -AttestationServerirl ‘hitp://<FOON>/attestation’' -KeyProtectionServerisrl ]

https// <FOOM/ K=yProtection

QUESTION NO: 4

o COEBERE, BUSFUAZRRIZ2—EOERO—FHTI,
S)—ANEFEBICEK, LRROBEZERTEDIHMBOERRNIEENTVERT,
W<OHADERtEY MZEFIDUEDELVEBARS HEHLELNEVYN, HOEREY N
ICERIEULUWERENBZWVAELNEL,

COEOIIADTERBICEADE, TNILRDCEWRFTEFRE A,

ZTOHR, CchosnEBEREFELEI—EEICRREAER A

%Y R —%Zcontoso.com& WS ZETMActive Directory RX A U N EENTVE T,
IANXTOHY—/N\—FEWindows Server

20162 ETLET, INTOIZAT7 > NIE I —X—IEWindows 102 ETLE T,
RXAAHAOBEEFATDIIORE. RORDESICBRENET,

Server name Object Organizational unit (OU) name
Serverl Computer account Servers
Server Computer account Servers
Uszerl User account Dperations Users

User1lZServer1&Server2M 7 7 A ) ET7 A )N R 2B LT RIEREZZV HTRYXEN HYE
ERS

fBRZE : contoso.com®Backup OperatorsZ JL— 7 ICUser1ZEBL £ 9,
ChFBEEZBELTVETA?

A. Yes

B. No

Answer: A

Explanation

References:

https://technet.microsoft.com/en-us/library/cc771990(v=ws.11).aspx
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users.The solution would let User1 to backup files and folders on domain controllers for
contoso.com instead.

QUESTION NO: 5

ZY NDJ—2IZ1F. contoso.com& WS B & DActive Directory RX A U AEFEFNTVET,
FNXNTOHODNSH—/V—I&, DNSSECERE iz RX A > MDActive

Directoryft&V —>ZKRAMLET,

TN TODNSH—/N—IZIE, fabrikam.com& WS BEIODNSY —ICA VA KN=)LEhiz
ZARNTH—HDHBYVET,

RXSHOITNTOAVEI—X—IZXL T, contoso.comd & Ufabrikam.com

DNSEBIZREICX L TDNSSECHKRAIZRET B BBIBRR > —ZBRLET,
RSARTUHA—DBEMDESHZERTIHLENHBYET,

BB FAZTEINED?

A.RXLIZSMLTWA I E1—2—T, Resolve-

DnsNameZ 21T L. fabrikam.com¥ —>HA®DNSL J1— R(Z D \\Tfabrikam.comY —> %&
RARLTWADNSH—N—ZBALET,

B.RXAIZ&mMLTWA I E1—2—T, Resolve-

DnsName% 317U T, fabrikam.com¥V —>®DNSL J1—R&Z RX4A A NO—F—ICHR
2L FT,

CRAXSIZBEMLTWA O E1—2—T, Get-DnsServerZoneZX{TLE T,

D.RX4 > NO—Z—T, Get-DnsServerDnsZoneSettingZ£{1TL £

Answer: A

Explanation

References:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-
and-2012/dn593652

QUESTION NO: 6

%Y KNJ—2Zcontoio.com& LS B Bl M Active Directory RX A4 U ABENRTVET,
RXAIC, Windows Server

20162 ER1T93Servert E VS BRI D —N—AEFEATLVET,

Serverl 1 E1—RFHU MEELAdministration& WS EBEN (OU ) KBV ET

Active DirectoryE> 1 —)LZServed1liZ4 2 R— KL E T,

GPO1EWVWSBRE DI I—TRIS—FTZIT UM (GPO) ZEKL ET.GPO1EEFEOU
VI LEY,

Active

Directory AN > RL ¥ hA'Served A SIEBICEITENBDLTIC, ARV NERERTILEDN
HY)ET,

HBIEMAETEINEDL?

A.GPO1DEELBREERI—HAS, FALVNIJG—EAODEEDEEZBRLET,
B. Run the (Get-Module ActiveDirectory).LogPipelineExecutionDetails - $false command.

C. Run the (Get-Module ArtivcDirectory).LogPipelineExecutionDetails = $true command.
D.GPOTDFZEREETRII —HS. OERFEAINRNOEEZBHLET,
Answer: D
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Explanation

In the following GPO location, you can enable the setting "Turn on Module Logging" to record
an event each time the PowerShell executes a cmdlet of a specificPowerShell module, for

example "ActiveDirectory".
"Computer Configuration\\Administrative Templates\\Windows Components\\Windows
PowerShell"

QUESTION NO: 7

T—2tR2—ICF. 10068 DREBI> > Z2KRANTB108 OHyper-VRARAFH )X,

Datacenter Firewall U —E A ZFEHL TREIXS O ADT I LA ZRETSDFETT,
Datacenter Firewallh—E A ICFEATERDH—/N—142HV) FT,
H—N—F., RORICRITEDICEBRENTVET,

Server name Platform Windows Server 2016
edition

Server20 Physical Standard

Server2| Physical Standard

Server22 Virtual Datacenter

Server23 Virtual Datacenter

FTENERAICLEEY —N—0REZAAN-INTILENHYET,
EQH—N—ORENECRFAIDILEN HNEXIH?
BETZICIE. BERATENEAT a2 E2BRLET,

Server role to deploy:

;Mu_lﬁPnint Services
iNehmrk Controller
‘Network Policy and Access Services

Servers on which to deploy the server role:

Server20 and Server21
Server22 and Server23

Answer:
Explanation
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Server role to deploy:

MultiPoint Services
Network Controller
Network Policy and Access Services

Servers on which to deploy the server role:

Server20 and Server21
Server22 and Server23

References:
https://docs.microsoft.com/en-us/windows-server/networking/sdn/plan/installation-and-
preparation-requirements
https://docs.microsoft.com/en-us/windows-server/networking/sdn/technologies/network-
controller/install-the-net

QUESTION NO: 8

%Y R —%Zcontoso.com& WS Z &I DActive Directory RX A U N EENTVET,
RXA2ICIEE, Windows Server

2016%Z X179 %Servert EVSBRID Y —/N—HFEEINTVET,

Serverl OO—HI)I EBEEERKIFERIE. LocalAdministrator Password

Solution ( LAPS ) AL TEEE hE T,

Server1MAdministrator7 1D RO/NAD—REZRBITI2HLENHYET,
HBLEEMETEINEND?

A. Server1 ®Windows PowerShellh* 5., Get-

ADFineGrainedPasswordPolicy 1Y > RL ¥ KZRTL . -
Credential/N\ZX—Z2—ZEELE T,

B. Server1 ®Windows PowerShell» 5, Get-ADUser1N¥ > RL Y NZZEfTL., -
Credential/N\ZX—2—ZEELE T,

C. Active Directory 1—H#'—& 2 E1—2H 5. Servert® 7' O/NT 1 ZFE . msMcs-
AdmPwWdEHDEZRTLET,

D. Active

Directory 1—H'—& I E1—2H 5, Administrator® 7'0/N7 4 B &, userPasswordE
HDEZRRLET,

Answer: C

Explanation

The "ms-Mcs-AdmPwd" attribute of a computer account in Active Directory Users and
Computers stores the local Administrator password of a computer, which is configured by
LAPS.
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Ci8-1 Properties. B
|- Geneml__-i Operating System i_Membeer_i Delegation _I Fa_s_sgvpﬂ_ﬁ_e@g?it_l-i |
| location | ManagedBy | Object | Secuty | Diskn | Atdbuts Edtor

Attributes:
Attribute Value ~
msimaging-HashAlgorthm <not sets
msImaging- ThumbprntHash <not set
ms-Mcs-AdmPwd W9 ubtu1 R
ms-Mcs-AdmPwdbpirationTime. 1307970651584 76163
m igests anot set
mSMQDigestsMiag <not set
mSMQSignCertificates cnot set:
maMQSignCertificatesMig <not set
ms MNP Allow Dizlin znot et
maMNPCalling Station|D <not set >
maMF SavedCalling Station| D snot sets
maPKlAzcountCredentials cnot sets
msPEl<CredentialRoaming Tokens  <not set=
maPKIDF AP IMasterkeys <not set "
<] m ' >
L Jgﬁ“fﬂl'l'jr%"w"l f'Jt.I'I’E!:i

QUESTION NO: 9

Host Guardian Service (HGS ) ZEBAL %9,
FOVWN—RIJITEFETEDTTIYRNTIA—LEDZ 21— (TPM) N=23212%HD
B OHyper-VIRARNN B ET,

Hyper-VIRA KA — )L RENTERBIZD VZRBTERVWCEN DAY ET,

& L Hyper-

VRARA =)L RENERBIZDVERANTEDRSIC, HGSZBK T A HLEN HYE
T, HBIEFAZTEINEDN?

A. Set-HgsServer X > RL Y NZERITL, -TrustTpm/ AT X—Z—ZEELE T,

B. Set-HgsServerNX > RL Y NZERETL, -
TrustActiveDirectory/ N\ 7 X—Z2—ZEEL £ 7,

C. Clear-HgsServerAXY > RL ¥ hZZE1TL. -Clustername/N\ZX—2—ZEEL £,

D. Clear-HgsServerAN > RL Y h&RITL. -Force N\TX—X2—ZEELET,

E. 5 VHyper-VZR A N TShieldedRENZ O ZRITT D> TEEFHEA

Answer: E
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Explanation

Requirements and LimitationsThere are several requirements for using Shielded VMs and
the HGS:One bare metal host: You can deploy the Shielded VMs and the HGS with just one
host. However, Microsoftrecommends that you cluster HGS for high availability.Windows
Server 2016 Datacenter Edition: The ability to create and run Shielded VMs and the HGS is
only DatacenterEdition.For Admin-trusted attestation mode: You only need to have server
hardware capable of running Hyper-V in Windows Server 2016 TP5 or higher.For TPM-
trusted attestation: Your servers must have TPM 2.0 and UEFI

2.3.1 and they must boot in UEFImode. The hosts must also have secure boot
enabled.Hyper-V role: Must be installed on the guarded host.HGS Role: Must be added to a
physical host.Generation 2 VMs.A fabric AD domain.An HGS AD, which in Windows Server
2016 TP5 is a separate AD infrastructure from your fabric AD.

QUESTION NO: 10

Windows Server 2016%Z 3£1T 9 % Server1 & L\ S & Bl D Hyper-

VRARFHWET, ILLEFIVFT ARV —CE, IXTOREIY> > ZESILTS
DENFHDENBHEATVET,

Servertld, XORICARTLDICHBEENEREBINZ 2V ZKRAMLET,

| Name Operating system Virtual machine Virtual machine
generation configuration version
VM1 Windows Server 2012 R2 Standard Generation 2 7.0
VM2 Windows Server 2012 R2 Datacenter | Generation 1 7.1
VM3 Windows Server 2016 Standard Generation 2 5.0

BEEEFRXOIAN RZEFTLET,
Get-VM | Stop-VM
Get-VM | Update-VMVersion
Get-VM | Start-VM
DTFOEAT—RXAVNIDOVWT, AF—RMXURNFETHDHBER "BFV ) Z2BRULET
o THhUADZERE., VLWAZERLET,
FENTFNROELVERICEIARSA D NOMENFHYET,
Statements Yes No

You can configure VM1 as an encryption-supported virtual O
machine.

You can configure VM2 as an encryption-supported virtual O
machine.

O

You can configure VM3 as an encryption-supported virtual ®
machine.

O

Answer:
Explanation
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Statements Yes No
You can configure VM1 as an encryption-supported virtual ) O
machine.
You can configure VM2 as an encryption-supported virtual O &
machine.

You can configure VM3 as an encryption-supported virtual O O
machine.

References:

https://github.com/MicrosoftDocs/windowsserverdocs/blob/master/WindowsServerDocs/virtu
alization/hyper-v/W

QUESTION NO: 11

%Y KR —2Zcontoso.com& WS Z BT DActive Directory RX A U FEENTVE T,

RX A ICIEEBDOHyper-VIRARNEENRTVET,

Server22. WS BRIOH—N—Z2D—0J)—7ICBBELE T, Server22lEWindows
Server 20162 E1TLE T,

Server22% 7°Z 4 X ') Host Guardian Serviceh —/\—& L TR T I HBEN HY ET,
EDO3DOIANVRLY NZIEEBICKRITITIHEN HYERITH?

EZ&TSICE, BYEIONRLY NZIONRLY NO—ENSEZEEICBEL T, IE
LWEFRTEREBELET,
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Cmdlets
Answer area

Install-HgsServer

Install-Package

Install-ADDSDomainController

Enable-
WindowsOptionalFeature

Initialize-HgsServer

Install-Module

Answer:
Explanation
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Install-ADDSDomainController

Install-HgsServer

Initialize-HgsServer

References:
https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-
vm/guarded-fabric-settin

QUESTION NO: 12

ZY KNJ—72(Zcontoso.com& WS F BT MActive Directory RX A U AFEFEFNTVET,
RXAIC&, Windows Server

2016% 179 B Servert &Server2M2 O DY —N—HNEEFNTVET,

Serverlld RXA A MAOA—ZELTHERENTVET,

Server1% JEA ( Just Enough

Administration ) T RARA 2 RE L TER T D Usert E VWS BRIO 1 —HF—ICHERIEAE
Rz@BmLET,

User1lZServer2/ S Active Directory 7 72 T O N2 BB I D HEZEEADHEN HYET,
User1lZServer2 THRAICR 2 THBNEERFATITH ?

A.OX > RZ7AOV7RA S, ntdsutil.exeZETLE T,

B. Windows PowerShell#* 5, Import-Module N> RL Y R&ZETLET,

C. Windows PowerShell A 5 Enter-PSSession Y > RL Y N&ERTLE T,

D. Active Directory®EE> Y —)L&E 4 2 AK—=J)LL. Active

Directory 1—H'—& I E1—2 2 RBLET,

Answer: C

Explanation

References:
https://blogs.technet.microsoft.com/privatecloud/2014/05/14/just-enough-administration-step-
by-step/

QUESTION NO: 13
Windows Server 2016 £179 % Serverl E VWS BT O H—/N—AFHV ET,
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IPsec s > X ILEREEN Serverl THERENTVWA A ESH EHERITDIHENHVET,
ENDIANVRLY NZFEALETH ?
A. Get-NetIPSecRule

B. Get-NetFirewallRule

C. Get-NetFirewallProfile

D. Get-NetFirewallSetting

E. Get-NetFirewallPortFilter

F. Get-NetFirewallAddressFilter

G. Get-NetFirewallSecurityFilter

H. Get-NetFirewallApplicationFilter
Answer: A

Explanation

https://technet.microsoft.com/en-us/itpro/powershell/windows/netsecurity/get-netipsecrule
PS C:'\> Get-NetIPzecRule -4

IPzecRuleName : {1D65FFB2-CEDF-402E-BC92-3489C196602E}

DisplayMame : Site-to-5ite_IPSecTunnel
Description :

DisplayGroup

Group :

Enabled : True

Profile : Domain

Platfarm IR

Mode : Tunnal

InboundSecurity : Require
CuthoundSecurity : Require

Qui ckModeCryptoset : Default

PhaselAuthSet : {E0926672-59C0-45B9-4360-857B1CO0ECEET
PhaseZAuthset :

Keybodule : Default

Al TowwatchKey : False

AllowSetkKey : False

LocalTunnel Endpoint : {197.6.8.97
RemoteTunnelEndpoint : {203.4.5.67
RemoteTunnelHostname :

ForwardPathLifetime ; @

EncryptedTunnelBypass : False
Requirefuthorization : True -

User s Any

Machine : Any

Primarystatus 1 OK

Status : The rule was parsed successTully from the store. (65336)
Enforcementstatus : NotApplicable
PolicyStoresource : Persistentstore
PolicyStoreSourceType : Local

QUESTION NO: 14

%Y R —%Zcontoso.com& WS ZETDActive Directory RX A U N EENTVET,
RXAIZ&. Windows Server

2016%Z X179 %Servert EVSBRIDH —/N—HNEEFNTVET,

Server! TNTLMFRREZ AL T D XEN HV E T,

R - Windows PowerShell»* 5, New-

ADAuthenticationPolicy IN¥ > RL Y R&ZETLET,
CHEBEEBEBLELTVWETHL?

Al
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B.L\ L\ X

Answer: B

Explanation

ADDS Authentication Policy does not provide ability to prevent the use of NTLM
authentication.

QUESTION NO: 15

BXNSNEBEEBEIHNELABVWI I —TBERE,
HOAFELWEBRREEZF > TLVEVAELABVE, WSOHMOEREY NIEBROIEL
VWEBRRZFE>TLAArELNIAERA,

COEOVIIDVTERBICEAZELERE., THICRDCERFTEEFRA, TORR, Chs50
BRRFLEI—BEEICRREATEE A

ZY RDJ—2IZkcontoso.com& WS B I DActive Directory7 2 L ARAEENRTVET,
IANTORXA 2D NA—Z—IFWindows Server

20162 RTLET, X /N—H—/V—IEWindows Server 2012 R2F /= l&Windows Server
20162 R{1TL., V547> NI E1—X—EWindows 8.1%F /= [EWindows
10Z2ETLET,
I—HY—HFFYRNID—DLEOHRETANA—RHROT7ANICTIOEATREE, ThESHX
YRND—URBHATEAETNDEZILT7AIUNBESHENDIRSICTIHSEN BV ET,
BREE : RXAMHAOIANTOIE1I—2TSMB

1.0Z2BMCLTAS, ET7T7AINHRETIF—RT IV ELAOES|FA T a>a2BMILE
9,

ChFBEEZERLTVETHA?

A. Yes

B. No

Answer: A

QUESTION NO: 16

XY RD—=DICRFEHOWindows IV TFHRARNBENTVET, 3IDOHAXALNETT
TVr—2 a3 ERBATRFETT,

T7Vr—2a>0RBYV1I—23a 2RI IHENHYET,

BT 75— 3 U TETSHBENHYET,

-RBBIPPRLAZFERALTT VAT,
—BOT7T7ANDATALILTIOEATEERT,

-CEBREITERE<SBEBULETD,

MEHEOLETHA? BETDICE, BEIVT7TEYEAT > a > &EBRUET,
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Tvpe of container: l
-y

Hyper-V
Windows Server

Number of containers:
w
One
Two
Three
Answer:
Explanation

Tvpe of container:

Hyper-V
Windows Server

Number of containers:
w

One
Two
Three

Both Hyper-V container and Windows container could achieve, you'll need 3 containers to do
so. Answer E is correct.-be accessible by using a different IP address.-have access to a
unique file system.However, Hyper-V container starts 5 times or more slower than Windows
container in our lab, on samecomputer.

References:
https://docs.microsoft.com/en-us/dotnet/standard/modernize-with-azure-and-

containers/modernize-existing-apps
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https://blogs.msdn.microsoft.com/msgulfcommunity/2015/06/20/what-is-windows-server-
containers-and-hyper-v
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